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The following table lists the revisions of this document.

Table 1: Revision History
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About this Guide

This User Guide describes the features supported in AOS-W 8.x and provides instructions and examples to
configure Mobility Master, managed devices, and access points. This guide is intended for system
administrators responsible for configuring and maintaining wireless networks and assumes administrator
knowledge in Layer 2 and Layer 3 networking technologies.

E Throughout this document, branch switch and local switch are termed as a managed device.
NOTE

This chapter covers the following topics:
m  What's New In AOS-W 8.3.0.0 on page 20

m  Fundamentals on page 24

m System Requirements on page 27

m Supported Browsers on page 27

m Related Documents on page 28

m  Conventions on page 28

m  Contacting Support on page 29

What's New In AOS-W 8.3.0.0

This section lists the new features, enhancements, or hardware platforms introduced in AOS-W 8.3.0.0.

New Features

Table 2: New Features in AOS-W 8.3.0.0

Enhancements Description

Active AP Load Balancing The APs are redistributed based on the Active AP count and the standby

APs are not considered. This ensures that fewer APs failover when a
managed device fails over.

AP Fast Recovery Starting from AOS-W 8.3.0.0, you can configure the AP Fast Recovery
feature from the AP system profile. This is applicable to 300 Series
access points to minimize the AP downtime when a firmware assertis

detected.
Client Match Support for Starting from AOS-W 8.3.0.0, the client match features like sticky-client
MultiZone and band steering is supported in a MultiZone deployment for Campus

APs. Client match in each zone functions independently by controlling
clients that are associated to the Virtual APs owned by that zone.

Decrypt Tunnel supportin Starting from AOS-W 8.3.0.0, MultiZone supports Decrypt Tunnel
MultiZone forwarding mode on the data zone Virtual APs.

Dual 5G Bands support for Starting from AOS-W 8.3.0.0, MultiZone supports Dual 5 GHz band on
MultiZone AP-344 and AP-345 access points.
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Enhancements Description

loT Endpoints

Starting from AOS-W 8.3.0.0, APs contain a built-in lIoT protocol that can
send BLE information containing payload messages to the endpoints
over a WebSocket or HTTPS connection.

IPv6_Support_for__and_AP.htm

Starting from AOS-W 8.3.0.0, a managed device supports IPv6
addresses beyond Global Unicast (2000::/3), Unique Local Unicast
(fc00::/7), and Link Local Unicast (fe80::/10) ranges.

Loop Protection

Starting from AOS-W 8.3.0.0, administrators can configure loop
protection on the Ethernet ports of a OAW-AP, OAW-RAP, or Mesh AP.

Enabling Ciphers and MAC
Algorithms

Starting from AOS-W 8.3.0.0, administrators can configure SSH to
enable or disable the following ciphers and MAC authentication
algorithms:

m HMAC-SHA1-96

= HMAC-SHA1

m  AES-CBC

m  AES-CTR

RSDB support for MultiZone

Starting from AOS-W 8.3.0.0, MultiZone supports RSDB (Real
simultaneous dual band) on OAW-AP203R and OAW-AP203H access
points.

Support for Downloadable Roles
for Per-user Tunneled Node Users

Starting from AOS-W 8.3.0.0, this feature allows the managed device to
get the user role from the Alcatel-Lucent ClearPass Policy Manager
server while tunneling wired user’s traffic to the managed device.

Support for Dual 5 GHz Radio
Mode

Starting from AOS-W 8.3.0.0, 340 Series access points provide dual 5
GHz radio support. This feature is introduced for the AP-344 and AP-
345 access points, and other AP models that can support dual 5 GHz
radio mode.

Support for Hotspot 2.0 R2

Starting from AOS-W 8.3.0.0, the Hotspot 2.0 R2 feature support is
extended to 300 Series, OAW-AP303H, OAW-AP310 Series, OAW-AP320
Series, OAW-AP330 Series, 340 Series, OAW-AP365, OAW-AP367, and
370 Series access points in both switch-based and switch-less modes.

Support for IAP-VPN Termination
on Mobility Controller Virtual

Appliance

Starting from AOS-W 8.3.0.0, IAP-VPN is supported on Mobility
Controller Virtual Appliance by using default self-signed certificate.

Support for Viewing Inheritance
History

Starting from AOS-W 8.3.0.0, the WebUI allows you to view the
inheritance details of any configuration at any group or node level.

Provisioning 4G USB Modems on
Remote Access Points

Starting from AOS-W 8.3.0.0, OAW-RAPs support the use of ZTE
MF831/MF832U/MF79S 4G USB modems to provide Internet backhaul
on a network.

VIA Connection-Profile
Enhancement

Starting from AOS-W 8.3.0.0, you can configure the tos-dscp value in
Managed devices by using the VIA connection-profile settings. This
provides the ability for VIA to mark outgoing IKE and ESP packets with
custom DSCP.

| About this Guide
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Enhancements Description

WebUI Enhancements to Support Starting from AOS-W 8.3.0.0, a new Dual 5 GHz mode option is

Dual 5 GHz Band Mode introduced in the following paths:

m  Configuration > AP Groups > Radio > Advanced.

m  Configuration> AP Groups> Profiles > AP > AP system > AP system
profile: default

Two additional Antenna Gain fields to set values for Radio 0 and Radio

1 for Dual 5 GHz mode are introduced. This WebUI enhancement is

available in the following paths:

m  Configuration > Access Points > Campus APs

m Configuration > Access Points > Remote APs

m  Configuration > Access Points > Mesh APs

WebUI Support for Called Station Starting from AOS-W8.3.0.0, Mobility Master provides WebUI support
ID in Radius Server Profile for configuring the Called Station ID parameters, such as Station ID
type, Station ID delimiter, and Include SSID for a RADIUS server
under the Configuration > Authentication > Auth Servers page of

the WebUI.
ZF Openmatics Support for ZF Starting from AOS-W 8.3.0.0, you can manage ZF TAGs and implement
BLE Tag Communication BLE location service using the third-party ZF Openmatics. To support

this feature, Alcatel-Lucent APs with built-in loT-protocol radio (BLE) are
required. You can configure the APs to support ZF Openmatics using
the IoT profiles.
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Table 3: New Hardware Platforms in AOS-W 8.3.0.0

| | Check with your local Alcatel-Lucent sales representative on new managed devices and access points
availability in your country.

Hardware Description

OAW-4850switch The OAW-4850switch is a wireless LAN switch that connects, controls,
and intelligently integrates wireless Access Points (APs) and Air Monitors
(AMs) into a wired LAN system.

This switch has the following port configuration:

m 2 x 40GbE (QSFP+) ports

8 x 10GBase-X (SFP+) ports

USB 2.0 interface

Console port

Micro USB console port

= Management port

For technical specifications and installation instructions, see the OAW-
4850switch Installation Guide.

NOTE

303 Series Wireless Access The 303 Series access points are high-performance dual-radio wireless

Points devices that support IEEE802.11ac Wave 2 standard. The AP uses MIMO

technology to provide secure wireless connectivity for both 2.4 GHz

802.11b, 802.11g, 802.11nand 5 GHz 802.11a, 802.11n, and 802.11ac

Wi-Fi.

The AP provides the following capabilities:

m |EEE 802.11a, 802.11b, 802.11g, 802.11n, and 802.11ac operation as
a wireless access point

m |EEE 802.11a, 802.11b, 802.11g, 802.11n, and 802.11ac operation as
a wireless air monitor

m  Compatibility with IEEE 802.3af PoE

m Integrated BLE radio

For complete technical details and installation instructions, see Alcatel-

Lucent303 Series Campus Access Points Installation Guide.

318 Series Wireless Access The 318 Series wireless access points support IEEE 802.11ac Wave 2
Points standard, delivering high performance with the MU-MIMO (Multi-User
Multiple-Input, Multiple-Output) technology, while also supporting
802.11a/b/g/n wireless services.

The AP provides the following capabilities:

m |EEE802.11a/b/g/n/ac operation as a wireless access point

m |EEE802.11a/b/g/n/ac operation as a wireless air monitor

m |EEEB02.11a/b/g/n/ac spectrum monitor

m  Compatibility with IEEE 802.3at PoE

For complete technical details and installation instructions, see Alcatel-
Lucent318 Series Wireless Access Points Installation Guide.
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Table 3: New Hardware Platforms in AOS-W 8.3.0.0

| | Check with your local Alcatel-Lucent sales representative on new managed devices and access points
availability in your country.

Hardware Description

340 Series Access Points The 340 Series access points (AP-344, and AP-345) are high-
performance dual-radio wireless devices. These access points provide
secure wireless connectivity for 2.4 GHz 802.11 b/g/n and 5 GHz
802.11a/n/ac Wi-Fi networks. The optional dual-5 GHz radio mode allows
both radios to operate in the 5 GHz radio mode simultaneously, doubling
the 5 GHz capacity of the access point. The 340 Series access points can
be deployed in either a switch-based (AOS-W) or switch-less (InstantOS)
network environment.

The AP provides the following capabilities:

m  Wireless access

Wireless mesh

Air Monitor (AM)

Spectrum Monitor (SM)

Support for selected USB peripherals

m  Integrated BLE radio

For complete technical details and installation instructions, see Alcatel-
Lucent340 Series Access Points Installation Guide.

NOTE

370 Series Outdoor Wireless The 370 Series outdoor wireless access points (AP-374, AP-375, and AP-
Access Points 377) support IEEE 802.11ac Wave 2 standard. It also delivers high
performance with the MU-MIMO (Multi-User Multiple-Input, Multiple-
Output) technology, in addition to supporting 802.11a/b/g/n wireless
services.

The AP provide the following capabilities:

m |EEE802.11a/b/g/n/ac operation as a wireless access point

m |EEE802.11a/b/g/n/ac operation as a wireless air monitor

m |EEE802.11a/b/g/n/ac spectrum monitor

m  Compatibility with IEEE 802.3at PoE

For complete technical details and installation instructions, see Alcatel-
Lucent370 Series Outdoor Access Points Installation Guide.

Fundamentals
Mobility Master can be accessed through three different interfaces for maximum visibility and functionality:

m  WebUIl on page 24
= Clionpage25
m JSON APIs on page 26

WebUI

Mobility Master supports up to 320 simultaneous WebUI connections. The WebUl is accessible through a
standard Web browser from a remote management console or workstation. The WebUI includes configuration
tasks. The tasks are:

m  Provision New APs— Campus AP or Remote AP configuration.

m Create a New WLAN— Create and configure new WLAN(s) and associate with an AP group.

m Define WIP Policy— Define WIP policies and assign to AP groups.

m Bulk Configuration Upload— The Bulk Edit template (in Excel sheet) on the managed device allows you to
specify the static IP assignment for individual managed devices.

m Upgrade Controllers— Upgrade the managed devices.
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m Reboot Controllers— Reboot the managed devices.
m  Show Upgrade Status— Display the upgrade status of the managed devices.
In addition to the tasks, the WebUI includes a dashboard that provides enhanced visibility into your wireless

network’s performance and usage. This allows you to easily locate and diagnose WLAN issues. For details on
the WebU| Dashboard, see Dashboard Monitoring.

CLI

The CLI is a text-based interface accessible from a local console connected to the serial port on the Mobility
Master or managed device or through a Telnet or SSH session.

HOTE

HNOTE

By default, you access the CLI from the serial port or from an SSH session. You must explicitly enable Telnet on your
Mobility Master in order to access the CLl via a Telnet session.

When entering commands remember that:

® commands are not case sensitive

the space bar completes your partial keyword

the backspace key erases your entry one letter at a time

the question mark ( ?) lists available commands and options

Important Points to Remember

m The Mobility Master architecture spawns a new CLI session every time a user logs in to the CLI through
Telnet, SSH, or Console. Since each CLI session is processed independently, multiple sessions do not block
one another.

m Seethe AOS-W CL/ Reference Guide for more information on the new commands and parameters that are
introduced to support new functions.

m Configurations must be performed in the context of a node in the configuration hierarchy. Users with the
necessary privileges can change the node context on the CLI prompt.

m Users are required to commit configurations on Mobility Master before the configurations can be pushed
and applied to the device.
Remote Telnet or SSH Session from Mobility Master

An administrator can initiate a remote telnet or SSH session from the Mobility Master to a remote host. The
host can be a Mobility Master, managed device, or a non-Alcatel-Lucent host.

This feature is supported from the SSH session of the Mobility Master.

To initiate a telnet session from the Mobility Master to a remote host:
1. Initiate an SSH session to the Mobility Master.
2. Inthe enable mode, execute the telnet <host> [port <port-num>] command.
host: IPv4 or IPv6 address of the remote host.
port <port-num>: Telnet port number of the remote host. This is an optional parameter.
3. Once successfully connected, the remote host prompts the credentials. Enter the remote host credentials.

To initiate an SSH session from the Mobility Master to a remote host:

1. Initiate an SSH session to the Mobility Master.
2. Inthe enable mode, execute the ssh <username> <ip_addr> command.
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username: Username of the remote host.
<ip-addr>: IPv4 or IPv6 address of the remote host.

Once successfully connected, the remote host prompts the credentials.
3. Enter the remote host credentials.

To end the remote host session, execute the exit command. The remote host displays the following message:

(host) [remote] #exit
Connection closed by foreign host.
(host) [mynodel]#

Important Points to Remember

m The Mobility Master architecture spawns a new CLI session every time a user logs in to the CLI through
Telnet, SSH, or Console. Since each CLI session is processed independently, multiple sessions do not block
one another.

= New commands and parameters have been added to support new functions and provide increased
visibility. See the AOS-W CLI Reference Guide for more details.

m Configurations must be performed in the context of a node in the configuration hierarchy. Users with the
necessary privileges can change the node context on the CLI prompt.

m Users are required to commit configurations on Mobility Master before the configurations can be pushed
and applied to the device.

Limitations
This feature has few limitations. They are:

m This feature is supported from the SSH session of only the Mobility Master.

m Thereis an inactivity timeout for the CLI sessions. When an administrator initiates a remote session (inner)
from the Mobility Master's SSH session (outer), and the remote session takes more time than the inactivity
timeout session, the outer session times out although the inner session is active. The administrator has to
log back in to the outer session once logged off from the inner session.

m Designated telnet client control keys do not work for remote telnet sessions. When an administrator
initiates a remote telnet session (inner) from the Mobility Master's SSH session (outer), the designated telnet
client control keys functions for the outer SSH session only. The administrator should designate unique
control keys for each remote telnet sessions.

Seamless Logon

The Seamless Logon feature enables you to login from the Mobility Master to a managed device without
entering a password. The user can remotely login from a centralized location (Mobility Master) to any managed
device and execute the show and action commands. To login to a managed device, execute the logon
<device-ip> command on the Mobility Master CLI:

(host) [mynode] #logon 192.0.2.22

Last login: Tue Jul 12 04:34:37 2016 from 192.0.2.81
(host-md) #

AOS-W 8.x does not support Seamless Logon in the master switch mode.

JSON APIs

JSON APIs are exposed for all configuration objects in Mobility Master and client location information from the
ALE. Configuration APIs allow users to send configurations to Mobility Master and view those modifications
through their own management system (CLI or WebUI). APIs in an operational state are also exposed. ALE APls
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return client location information through the ALE server. Though most of this data is structured in the JSON
format, some data may be arranged in a pre-formatted string. For more details on JSON APIs, refer to the AOS-
W NBAPI Guide. For more information about ALE APIs, refer to the Analytics and Location Engine API Guide.

System Requirements

Listed below are the minimum Hypervisor host system requirements for AOS-W to run as a guest VM and the
resources required for the VM to be functional:

E It is not recommend to over subscribe the processors, memory, and NIC ports on the VM.

Table 4: System Requirements

Host Requirements

Alcatel-Lucent

Mobility Master

Virtual Appli-
ance

Virtual Mobility switch

Quad-core Core i5 1.9 GHz CPUs or
Faster (hyper-threading enabled)

Minimum 3
cores (6 hyper-
threading cores)

Minimum 2 cores (4 hyper-
threading cores)

Memory 16 GB 8 GB
Physical NIC ports 2 2
NOTE: One NIC port is shared with the

host management and the second is

reserved for datapath.

Disk space 64 GB 32GB

Other Specifications

The Mobility Master runs on a virtual machine that is deployed through an OVF/OVAfile.

Prerequisites for deploying the Mobility Master:

m vSphere Client 5.1 or 5.5 must be installed on a Windows machine.

m vSphere Hypervisor 5.1, 5.5, or 6.0 must be installed on the server.
= An OVF/OVA template must be accessible from the ESXi host.
m  VMware Enterprise Plus license must be installed on the Hypervisor.

Supported Browsers
The following browsers are officially supported for use with the AOS-W WebUI:

Microsoft Internet Explorer 11 on Windows 7 and Windows 8
Microsoft Edge (Microsoft Edge 38.14393.0.0 and Microsoft EdgeHTML 14.14393) on Windows 10
Firefox 48 and higher on Windows 7, Windows 8, Windows 10 and Mac OS

Apple Safari 8.0 or later on Mac OS

Google Chrome
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Related Documents

The following guides are part of the complete documentation for the Alcatel-Lucent user-centric network:

AOS-W Release Notes

AOS-W Getting Started Guide

AOS-W User Guide

AOS-W CLI Reference Guide

AOS-W Migration Guide

AOS-WAPI Guide

Alcatel-Lucent Mobility Master Licensing Guide
Alcatel-Lucent Virtual Appliance Installation Guide
Alcatel-Lucent Wireless Access Point Installation Guide

Conventions

The following conventions are used throughout this document to emphasize important concepts:

Table 5: Typographical Conventions

Type Style Description

italics This style is used to emphasize important terms and to mark the titles of books.

system items This fixed-width font depicts the following:

m  Sample screen output

= System prompts

= File names, software devices, and specific commands when mentioned in the text

commands In the command examples, this bold font depicts text that you must type exactly as
shown.
<arguments> In the command examples, italicized text within angle brackets represents items that

you should replace with information appropriate to your specific situation. For example:
# send <text message>

In this example, you would type “send” at the system prompt exactly as shown, followed
by the text of the message you wish to send. Do not type the angle brackets.

[optional] Command examples enclosed in brackets are optional. Do not type the brackets.

{Item A | Item | Inthe command examples, items within curled braces and separated by a vertical bar
B} represent the available choices. Enter only one choice. Do not type the braces or bars.

The following informational icons are used throughout this guide:

Indicates helpful suggestions, pertinent information, and important things to remember.

>, ]

Indicates a risk of damage to your hardware or loss of data.

CAUTION

% Indicates a risk of personal injury or death.
WARNING
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Contacting Support

Table 6: Contact Information

Contact Center Online

Main Site https://www.al-enterprise.com
Support Site https://support.esd.alcatel-lucent.com
Email ebg_global_supportcenter@al-enterprise.com

Service & Support Contact Center Telephone

North America

1-800-995-2696

Latin America

1-877-919-9526

EMEA +800 00200100 (Toll Free) or +1(650)385-2193
Asia Pacific +65 6240 8484
Worldwide 1-818-878-4507
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Chapter 1

obility Master Configuration Hierarchy

Mobility Master (AOS-W 8.x.x.X) uses a centralized, multi-tier architecture under a brand new Ul that provides a
clear separation between management, control, and forwarding functions. The entire configuration for both
the Mobility Master and managed devices is set up from a centralized point, thereby simplifying and
streamlining the configuration process. Mobility Master consolidates all-master, single master-multiple local,
and multiple master-local deployments into a single deployment model.

Whereas, the architecture of AOS-W 6.x and earlier versions consist of a flat configuration model that contains
global and local configurations. The global configurations are applied to the master switch which propagates
those to its local switches. The local configurations are applied to the master or the local switch directly.

Mobility Master takes the place of a master switch in the network hierarchy. Mobility Master oversees switches
that are co-located (on-premise local switches or off-campus branch office local switches). All the switches that
connect to Mobility Master act as managed devices.

This section provides details on the following topics:

m  Understanding Configuration Hierarchy on page 30

m  Centralized Configuration on page 32

m Configuration Validation on page 36

m Serviceability on page 36

Understanding Configuration Hierarchy

The Mobility Master hierarchy simplifies the configuration process by supporting multiple configurations for
multiple deployments using a single Mobility Master. Configuration elements can be mapped to one or more
end devices, such as a managed device or VPN concentrator. Common configurations across devices are
extracted to a shared template, which merges with device-specific configurations to generate the configuration
for an individual device.

Figure 1 Example of the Configuration Hierarchy

md
domain1 domain2
I I Imm/mynode
Device m1 Device m2
Specific Specific

‘.....

!
—

Imd/d1/m1 /md/d2/m2
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Figure 1 provides an example of the configuration hierarchy. The solid lines represent the hierarchy, the dotted
arrows represent the device mapping, and each box represents a node in the hierarchy. When a device is added
to Mobility Master, it must be mapped to a node or node-path in order to inherit configurations from the
hierarchy. An explicit configuration node is also created for each device so that any device-specific
configurations can be added directly to that node. Any device that is managed by Mobility Master is known as a
managed device. For example, device m2 in Figure 1 retrieves all device-specific configurations from the
Device m2 Specific node. Since the Device m2 Specific node is mapped to the domain2, md, and Root
nodes, the device also receives configurations from those nodes.

Each node contains a unique combination of common and device-specific configurations. The root node
appears by default upon logging in to Mobility Master CLI.

The configuration hierarchy contains the following nodes and node structure:

Table 7: Nodes and Node Structure
Category Node Name Node Description

Mobility Master / Configurations common to Mobility Master and its managed
devices (the root node).

NOTE: Configuration changes are not allowed on the root
node.

/md Configurations common to all managed devices. The user can
create additional nodes under this node.

/mm Configurations common to the primary and standby Mobility
Master (VRRP pair).

/mm/mynode Configurations specific to a particular Mobility Master. This
can only be edited on the respective Mobility Master.

Stand-alone switch /mm Configurations common to the primary and standby stand-
alone switches (VRRP pair).

/mm/mynode Configurations specific to a particular stand-alone switch. This
can only be edited on the respective stand-alone switch.

The term "mm" refers to Mobility Master and "md" refers to managed device.

HOTE

Configurations for a node are obtained by traversing the node-path from the root node to the given node. For
example, the m1 device in Figure 1 receives configurations from all nodes along the Root > md > domain1 >
Device m1 Specific node-path. Configurations that are set lower in the hierarchy (child node) can have more
precedence than the same configurations set higher in the hierarchy (parent node), depending on the
configuration type. In a single-instance configuration, such as the ESSID name, configurations from a child or
device-specific node override common configurations from a parent node. In a multi-instance configuration,
such as a server in an Auth Server group, configurations from a child node are placed in addition to the parent
node configuration. For example, if a parent node specifies two servers in the Auth Server group, and the child
node specifies three servers in the same group, the device is provisioned with a total of five servers.

The configuration hierarchy is not the same as the physical topology. The hierarchy provides a simple way to
organize configurations so that configuration elements can be shared across multiple devices without being
duplicated. Configurations that are added to the root node, for example, are applied to all nodes within the
hierarchy, while configurations that are only applied to a specific region override configurations for the
corresponding child nodes. Order-dependent configurations, however, cannot be overridden. These
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configurations can only be set up once in the network hierarchy. Configuration hierarchies are tailored and
organized to meet the unique needs of each customer.

Understanding the Node Hierarchy

You can view the hierarchy of the devices and groups on a Mobility Master at a global level. Mobility Masters
are placed into the /mm group and managed devices are in the /md group.

» /md—This is the global or root level where anything configured is applicable to all the nodes globally. It is
recommended not to edit or add additional configuration at this level.

= /md/<group name>— This is used to differentiate the sites physically or by the type of deployment such
as DMZ, Branch, Campus, RAPs, and so on.

When you log in to the Mobility Master, you are placed in the /mm/mynode prompt by default.

Navigating through the Node Hierarchy

You can use one of the following two commands to navigate to any node from the current node:

m change-config-node

= cd

Both commands auto complete the group or folder names. You can also use the device hostname as an alias to

navigate to a device node in the hierarchy. In doing so, your prompt changes to reflect where you are in the
hierarchy:

(host) [mynode] #change-config-node Aruba7010
(host) [00:0b:86:99:97:57] #

To know your current node, execute the following command:
(host) [00:0b:86:99:97:57] #pwd
/md/Home-Production/00:0b:86:99:97:57

If you need to navigate one group up in the hierarchy, execute the following command:

(host) [00:00:86:99:97:57] #cd ..
(host) [Home-Production] #

Centralized Configuration

Mobility Master uses a centralized configuration application to maintain all configurations under the
management domain, eliminating the use of multiple points of contact to apply global and local configurations
to each managed device. You can organize all common configurations at a higher level of the hierarchy (for
example, /md on Figure 1), and all device or group-specific configurations at the lower levels (for example,
/md/d1/m1 on Figure 1).

This section includes the following topics:
m  Mobility Master Configuration on page 32

m  Allowed Node Operations on page 33

m  Access Permissions on page 33
m Bulk Edit on page 34
m  Override Support in the WebUl on page 34

m Validation and Application Processes on page 34

Mobility Master Configuration

The Mobility Master that provides this configuration service to other devices in the network also contains its
own configuration. The Mobility Master configuration is obtained through nodes in the hierarchy labeled /mm
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or /mm/mynode. Configurations under the /mm node, which are shared by the redundant Mobility Master
pair (primary and standby Mobility Masters), are synced to the standby Mobility Master. Configurations under
/mm/mynode are synced to individual Mobility Master devices.

Allowed Node Operations
The following node operations are allowed on Mobility Master:

m Create Node: Creates a new node as the child of an existing node in the configuration hierarchy (system-
generated or user-created)

m  Add Device: Associates a device to an existing node in the hierarchy. This device inherits configurations
from all nodes between the root node and the device (node-path).

m Delete Node: Deletes an existing user-created node or node without any child nodes. System-generated
nodes cannot be deleted. Only leaf nodes without any child nodes can be deleted.

m Delete Device: Deletes a currently associated device from the configuration hierarchy. This will cause the
device to reload and erase all configurations received from Mobility Master.

= Clone Node: Copies the configuration of an existing node into a new node. The new node is created as a
child of an existing node in the hierarchy.

m Move Node: Moves an existing user-created node in the hierarchy to the specified destination node.
System-generated nodes cannot be moved. Ensure the following points while moving a node or device,
otherwise the move operation will fail:

e The nodeto be moved is a leaf node and does not have any group node or a device node as a child node
under it.

e No configuration is pending on the parent nodes of the child node to be moved.

e The configuration on the node to be moved is complaint with the configuration in the new ancestor
nodes chain.

= Rename Node: Renames the existing node name to the specified name. The node paths of the child nodes
under the renamed node are automatically updated.

Refer to the Mobility Master Command Line Interface Reference Guide for more details on the configuration
commands for node and device management.

Access Permissions

The Mobility Master management domain can be large and widespread across various geographic regions. In a
Mobility Master, the editing scope of the admin user can be restricted to individual node-paths within the
configuration hierarchy, unlike the legacy AOS-W management domain where an administrator can modify any
configuration in the system.

Each management user is granted editing permissions for a given node, allowing the user to modify the
configuration for that node and any child node within its node-path. The user, however, cannot modify any
parent nodes or nodes on a different path in the hierarchy. Users can view configurations for any node in the
hierarchy to refer to a parent node configuration or verify that the derived configuration for a device matches
the parent node configuration.

m  Management users that are configured with the root (/) or Mobility Master (/mm) nodes are granted editing
permissions for Mobility Master.

m  Management users that are configured with permissions to the mynode (/mm/mynode) can modify
configurations under /mm/mynode for the respective Mobility Master and stand-alone switch.

m  Management users that are configured with permissions to a managed device can modify configurations
for that managed device.
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= Only the management users that are configured with root node level permissions can modify
configurations on both Mobility Master and managed devices.

Bulk Edit

The Bulk Edit Support feature enables you to perform a bulk configuration in the Mobility Master. This option
helps reduce the time taken to perform configuration tasks individually. Follow the steps below to do a bulk
edit:

1. Inthe Managed Network node hierarchy, navigate to Configuration > Tasks > Bulk configuration
upload.

Click Download sample template.

Enter values in the fields provided in the template.

Save thefile.

Select Browse and navigate to the path where the template is stored.

o v AW

Click Submit. The Bulk Configuration Status pop up is displayed with the status of the configurations
that are being applied. Once the configurations are applied successfully, a message confirming that the file
upload was successful is displayed. The next pop up displays the following details:

e Timestamp

e Status

e Number of devices updated
e Total new devices added

If the configurations are not applied successfully, the Bulk Configuration Status pop up displays the reason for the
failure and the managed device will rollback to the previous configuration.

When devices are added using the bulk edit feature, each template file can include up to 400 devices.

Override Support in the WebUI

Starting from AOS-W 8.2.0.0, the Mobility Master WebUI provides an option to retain or remove overrides for
the fields configured under a node. If any field has an overridden value, the Ul displays a blue dot to the left of
the field name. Clicking on the dot, gives you an option to remove the overrides.

HOTE

Order-dependent configurations, such as roles and ACLs, cannot be overridden. These configurations can only be set
up once in the network hierarchy.

Support for Viewing Inheritance History in the WebUI

Starting from AOS-W 8.3.0.0, the WebUI allows you to view the inheritance details of any configuration at any
group or node level. This feature is supported only for configurations that can be overridden. A blue color
information icon is displayed in the respective rows of the configuration table under which some
configurations are overridden. Clicking on the icon displays the details of the inheritance with a link to the
parent node. You can click on the parent node link to navigate to the parent node level. You can choose to
remove all the overrides under the selected node level from this pop-up window by clicking the Remove
Overrides button. Else, you can choose to remove the individual configuration overrides at the field level.

Validation and Application Processes

When a user enters a configuration into a managed device, the configuration is validated. The validated
configuration is accepted by the system but does not take effect until the configuration is committed. When
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the configuration is being committed, it is stored in the persistent memory, allowing users to verify the
configuration before making it operational.

This separation of validation and application processes is applied to both the Mobility Master and managed
devices. Since each node can be managed by a different admin user, the commit operation is executed on a
per-node basis and follows the configuration hierarchy. For example, if a configuration has a dependency, the
dependent configuration must be present on that node or one of the parent nodes.

Configurations are classified as pending configuration or committed configuration. A pending configuration
refers to a configuration that has been validated but not yet committed. A committed configuration refers to
all configurations that have been committed by the user. Users can view pending configurations at any time to
commit, purge, or leave the configuration uncommitted. Pending configurations are only allowed on one node
at any given time in a given configuration sub-tree.

This section includes the following topics:
m Viewing the Node Hierarchy on page 35

m Viewing Configuration on Nodes on page 35

Viewing the Node Hierarchy

To view how the devices and groups are organized at a global level, execute the following command:
(host) [mynode] #show configuration node-hierarchy

The following sample output displays the list of devices and nodes configured under the root node.

Default-node is "/md". Autopark is enabled.
Configuration node hierarchy

Config Node Type Name
/ System

/md System
/md/00:00:86:99:e2:17 Device
/md/VPNC Group

/md/VPNC/00:1a:1e:01:46:38 Device
/md/VPNC/00:1a:1e:02:03:d0 Device
/mm System
/mm/mynode System

HOTE

The show running-config command from the Mobility Master displays the configuration on the Mobility Master and
not on the other nodes or managed devices.

Viewing Configuration on Nodes

Use the following variants of the show commands to view the configuration information on a node or device
level:

» show configuration effective—Displays the running configuration of the current node. You can also
view the configuration on a specific node from a different node by specifying the absolute path of the node
in the command.

m show configuration effective detail—Displays the full configuration details on your current node. It also
indicates if a configuration is inherited from a group level or local to the managed device.

m show configuration committed—Displays the configuration that is only local to a specific node and not
inherited from a parent node in the hierarchy. Configurations such as IP addresses and hostnames are
some examples.

m show configuration pending—Displays the configuration details which are yet to be committed to the
managed device or group, that is any configuration changes that are made before executing the write
memory command or submitting the pending changes in the WebUI. This is used to review any
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configuration before it is applied from the Mobility Master to the managed devices. The output of the
command is relevant only to the current node.

= show configuration partial—Displays the incremental change in the configuration between the last two
synchronizations from the Mobility Master to the node.

m show configuration similar—Displays the like configuration between two specific nodes or devices. This
is useful to verify equal settings between groups or devices. The output displays only the configurations
that are same between both nodes. If you are comparing devices, you must use the path as displayed in the
output of the show configuration node-hierarchy command.

m show configuration diff—Displays the configurations that are different between two specific nodes or
devices. A minus sign against a configuration indicates that it is present in the node specified first but
absent in the second node. A plus sign indicates that the configuration is absent in the first node but
present in the second node.

For more information on various configuration show commands, see AOS-W 8.x CLI Reference Guide.

Configuration Validation

Mobility Master uses a centralized validation model that performs various types of validations for different
targets. Configuration validation falls under one of the following categories:

m Syntax Validation: Basic parser validations (for example, making sure the syntax of a command is correct,
the data type is correct, or a value is within a valid range).

NOTE

Roles, ACLs, and pools (DHCP, VLAN, tunnel, and NAT) must be written in lower-case. Passwords, crypto keys, and
ESSIDs can be written in both upper-case and lower-case.

= Semantic Validation: Cus